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AWS Backup Workshop 

(AWS Loft September 2019) 
 

Introduction 
 
This workshop provides an introduction to AWS Backup and how to use it to protect resources within an 
AWS region in a simple, automated, and secure manner. During the workshop you will deploy a web 
server backed by both EBS and EFS storage services and configure AWS backup to provide protection to 
the web server. 
 
To get a better understanding of AWS backup you will configure backup plans, vaults, and policies, as well 
as step through the process of creating backups, recovering data, and recovering AWS resources. 

Pre-requisites  
 
In order to complete this workshop, you will need an AWS account with access to create AWS IAM roles, 
EC2 instances, EBS volumes, EFS Filesystems, AWS Backup Resources and CloudFormation stacks in one of 
the following regions:- us-west-1, us-west-2, us-east-1, or us-east-2. 
 
Resources consumed as part of this workshop will have a cost. We recommended that you follow the 
cleanup instructions once you have completed the workshop to remove all deployed resources and limit 
ongoing costs to your AWS account. 
 
We also strongly recommend that you use a test account when following this workshop user-guide. 

Client Software 
• Browser - We recommend that you use the latest version of Firefox or Chrome for this workshop 

• RDP Client - You will need an RDP client to access EC2 instances 

• AWS CLI – You will need the AWS CLI installed on your client to access S3 objects (see Installing 
the AWS CLI for more information) 

• Key Pair – You will need a valid EC2 Key Pair in your chosen region. For more information on 
generating and downloading an EC2 Key Pair please visit creating a key pair using amazon EC2 

  

https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
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Module 1. Deploy workshop 
resources into your chosen region  
 

 
In this module you will deploy the required resources for your workshop into a test account of your 
choosing. As part of the deployment you will instantiate a public facing webserver that contains images 
hosted on both EFS and EBS. Additionally, you will instantiate an AWS backup vault and backup plan that 
will create backups of both the EFS and EBS resources. You will also deploy a dedicated “Admin Instance” 
(Bastion Host) that will run under an Backup Admin role within your account. 

Deploy using Cloud Formation 
 
Open a supported web browser to the AWS console (https://console.aws.amazon.com) and login using 
your test account credentials. Click one of the below links to initiate the deployment of the required 
workshop modules into your chosen region within the account you are currently logged in with. 
 
Be sure to choose a region that you have used in the past to ensure instances can be deployed. 
 

• Deploy workshop in us-west-1 

• Deploy workshop in us-west-2 

• Deploy workshop in us-east-1 

• Deploy workshop in us-east-2 
 

Once you click one of the above links, the CloudFormation wizard will start. Click Next on the Specify 
template step to continue the deployment. 

https://console.aws.amazon.com/
https://console.aws.amazon.com/cloudformation/home?region=us-west-1#/stacks/new?stackName=Loft-2019&templateURL=https://specialist-cloudformation-templates.s3-us-west-1.amazonaws.com/pl/AWS-Backup-Loft-Workshop.json
https://console.aws.amazon.com/cloudformation/home?region=us-west-2#/stacks/new?stackName=Loft-2019&templateURL=https://specialist-cloudformation-templates.s3-us-west-1.amazonaws.com/pl/AWS-Backup-Loft-Workshop.json
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?stackName=Loft-2019&templateURL=https://specialist-cloudformation-templates.s3-us-west-1.amazonaws.com/pl/AWS-Backup-Loft-Workshop.json
https://console.aws.amazon.com/cloudformation/home?region=us-east-2#/stacks/new?stackName=Loft-2019&templateURL=https://specialist-cloudformation-templates.s3-us-west-1.amazonaws.com/pl/AWS-Backup-Loft-Workshop.json
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In the parameters section select the VPC and Subnet to which you would like to deploy your EC2 
instances. Select the Access key pair which you would like to use to remote access your web server and 
bastion host.  
 
In the Remote Access CIDR text box enter the CIDR you would like to be able to remotely access both 
your web server and bastion host from. It is recommended that you make the CIDR as specific as possible 
for security purposes. You can get your specific internet IP address from http://ipmonkey.com/ and use 
/32 to specify the CIDR. 
 
Finally, enter the email address you would like to receive backup notifications and click Next to 
continue.  You will need to have access to this email account in order to confirm your notification 
subscription. 

http://ipmonkey.com/
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In the configure stack options step, leave all defaults and click Next to continue. 

 
 
 On the review step, click all the acknowledgments and then click Create stack. 
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The deployment process will start and take approximately 6 minutes to complete. Once the deployment is 
completed you should see the message CREATE_COMPLETE in the CF console.  
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Confirm resources and AWS Backup basic configuration 
 
From the Services menu, select SNS then Topics on the left. In the list of Topics you should see a Topic 
named “Loft-2019-sns-topic”. This topic will be used to deliver backup notifications. 
 
Backup topics are associated with backup vaults in the AWS Backup Service and can be configured as part 
of a backup vault using either API, CLI, or AWS CloudFormation. In this case both vaults are configured to 
send messages to the Topic named “Loft-2019-sns-topic”. 
 

 
 
 

Confirm EFS filesystem 
 
From the Services menu, select EFS. In the list of Filesystems you should see a filesystem named 
“webserver-filesytem-Loft-2019”. This filesystem will host some image data and its content will be 
accessible from your web-server.  
 
You will notice that the filesystem has a tag “backup” set to “silver”. This tag will be used by your “silver” 
backup plan. It will identify the filesystem and enable you to include it in the “silver” plan. 
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Confirm EBS Volumes 
 
From the Services menu, select EC2. Select Volumes from the side menu in the console and you should 
see 3 volumes: 
 

1. Admin Console Root (which is the root EBS volume for the admin console instance) 
2. Web Server Root (which is the the root EBS volume for our web server instance) 
3. Web Server Data Volume (which is the data volume for our web server instance) 

 

 
 

Access the Web server 
 
From the AWS console select Services and select EC2. At this point you should see two instances, one 
named “Web Server” and one named “Backup Admin”. Select the “Web Server” instance and copy the 
Public DNS name to the clipboard. This name can be used to access the web-server over http from your 
web browser. 

 
 
(Note: You should also take note of the Availability Zone your EC2 instance is located in for later 
modules) 
 
In a dedicated browser window or tab enter  “http://” and paste the DNS name (e.g. ec2-54-215-231-
110.us-west-1.compute.amazonaws.com ) into a separate browser tab or window. Keep this tab or 
window open for later use. 
 
On the web server you will see two folders (EBS and EFS), within the folders you can see some sample 
data from a public Amazon.com dataset (warehouse images).  The EBS and EFS folders are backed by the 
EBS volume and EFS filesystem from the above steps respectively. In this workshop we will use the data 
accessible on this web-server to go deeper on AWS Backup functionality.  

http://ec2-54-215-231-110.us-west-1.compute.amazonaws.com/
http://ec2-54-215-231-110.us-west-1.compute.amazonaws.com/
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Confirm AWS backup configuration 
 
From the AWS console select Services and then select AWS Backup. From the left menu select Backup 
Vaults. You should see two vaults “Loft-2019-silver-vault” and “Loft-2019-gold-vault”. The silver vault is 
currently set up to receive backups, but the gold vault has yet to be a recipient of any backup plans. You 
will use the “gold” vault as part of a backup plan in module 2. 
 
At this point you may start to see recovery points appear in the silver vault. These are backups of our EBS 
and EFS resources. 

 
 
From the left menu select Backup plans. At this stage there should be only one plan named “Loft-2019-
silver-plan”. This plan will be used to protect the EBS and EFS resources attached to our EC2 web-server. 
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When you click on the plan you will see both a backup rule and resource assignment as per the below 
screen shot. 

 
 
When you click on the backup rule you will see that the rule is based on a cron expression and set to 
backup every 4 hours. It is also configured to lifecycle backups older than 1 month to colder storage and 
expire backups after 4 months. 

 
 
If you click back and then select the resource assignment, you will see the assignment is based on a 
backup tag being equal to silver. This means any resource supported by AWS Backup that has a tag with 
the name “backup” and value “silver” will be protected using the “Loft-2019-silver-plan” and backups that 
are created will exist as part of the “Loft-2019-silver-vault” backup vault.  
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Summary 
 
In this module you deployed a webserver and its associated resources as well as AWS Backup resources 
that will create backups of the EBS and EFS resources that form part of our web-server instance. At this 
point you should have received an email confirming your subscription to the SNS topic related to backups 
for both the silver and gold backup vaults. You should click subscribe so future AWS backup notifications 
can be sent to your email inbox. 
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Module 2. Create a backup plan for 
critical volumes 
 
In this module you will create a new backup plan (gold) to protect both your webserver and admin 
console host root volumes. The gold backup plan will take hourly snapshot based backups, and these 
backups will be managed in the “Loft-2019-gold-vault” within your account. You will also tag the two root 
volumes to ensure they are protected by the gold backup plan you will create.  
 

 

Create new gold backup plan 
 
From the AWS console select Services and then select AWS Backup. From the left menu select Backup 
Plans and then click Create Backup plan. 

 
 
In the start options pane select Build a new plan and enter the name “Loft-2019-gold-plan” 
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In the Backup rule configuration pane enter the Rule name “Loft-2019-gold-rule1”.  
 

 
 
 
From the schedule frequency select custom cron expression this will allow granular configuration of 
backup frequency.  
 
In the Cron Expression enter the following: 

cron(0 * ? * * *) 

Leave Backup window at the default of Use backup window defaults - recommended. 
 
Set the Expire to 4 months. This will set the length of time backups (recovery points) are kept as part of 
this rule. 
 
Select the “Loft-2019-gold-vault” as the backup vault that recovery points created by this rule are 
organized in. 
 
Finally, click Create Plan. 



 13 

 
 
 
 
At this point you will notice that we have a backup plan with a backup rule however, we have no 
resources assigned to be protected by your plan.  
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Click the Assign Resources button to open the resource assignment pane. In Resource Assignment 
Name enter Loft-2019-gold-resources.  
 
In the Assign resources pane select Assign by to “tags” and set the "Key" to "backup" and the value to 
"gold". Doing this will instruct AWS Backup to protect and resource (EFS, EBS, Storage Gateway Volume, 
Dynamo or RDS) by identification based on tag. 

 
 
Click Assign resources to save the resource assignment. 

Tag the root volumes for gold plan 
 
From the AWS Console select Services and then EC2. From the side menu select Volumes to display all the 
existing EBS volumes. 
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From the list select the “Admin Console Root” volume and then select the Tags tab below. Click 
the Add/Edit Tags button and the Add/Edit Tags dialog will open. 
 
Click Create Tag and enter the Key name “backup” and the Value “gold” and Save to create the new tag. 

 
 
Select “WebServer Root” volume and then select the Tags tab below. Click the Add/Edit Tags button and 
the Add/Edit Tags dialog will open. 
 
Click Create Tag and enter the Key name “backup” and the Value “gold” and Save to create the new tag. 
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Summary 
 
You have now successfully created a backup plan that will take hourly backups of any supported resources 
within your account/region that have a tag named “backup” with value “gold”. You will receive email 
notifications via SNS as these backups occur. For the purposes of this lab you may not get a chance to see 
a backup take place. However, if you leave this environment running after the lab is completed you will 
see backups appear in your gold vault.  
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Module 3. Securing recovery points 
in vaults 
 
There are many forms of security with AWS Backup that help ensure that backups will be managed only 
by those who should have the privilege to do so. In this module you will see how AWS Backup stops users 
with elevated privileges from deleting backups in the console of source services such as EC2 and EBS.  You 
will also configure a vault policy that denies all but one role from having the ability to delete existing 
backups (recovery points). 
 
Let’s start by taking a look at how AWS backup protects backups that are hosted within protected 
services. 
 
From the AWS Console select Services and EC2. From the side menu select snapshots. Here you will see a 
list of snapshots created manually and by AWS backup. If the snapshot description states “This snapshot is 
created by the AWS Backup service” then AWS Backup has created it and will keep it secure. You can test 
this by attempting to delete a snapshot that was created by AWS Backup directly from the EC2 console. 

 
 
Right click on a snapshot that has the name “WebServer Data Volume” and description “This snapshot is 
created by the AWS Backup service” and click Delete. You will be prompted “Are you sure you want to 
delete this snapshot?”, click Yes, Delete. 
 
You will receive a message “This snapshot is managed by AWS Backup and cannot be deleted via EC2 
APIs”  
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As you can see, AWS Backup secures snapshots/recovery points from being easily deleted within the 
services it protects. 

Lock down backup vault 
 
Now we will implement a vault policy on our backup vault, which will deny all but a specific admin role 
from being able to delete recovery points. 
 
From the AWS console select Services and AWS Backup, this should bring you to the dashboard. From the 
side menu select Backup vaults and click on the “Loft-2019-gold-vault“. 
 
Scroll down to the Access Policy and highlight/copy the existing policy into the clipboard. We will apply 
this policy to our silver vault and stop the console user from being able to delete recovery points. 

 
 
From the side menu, select Backup vaults and then click on “Loft-2019-silver-vault”. Scroll down to access 
policy and paste the policy we copied from the gold vault. Click Attach Policy to make the policy effective. 

 
 
Review the policy and you will see only the role “Loft-2019-backupAdminRole” has the ability to issue 
actions "DeleteRecoveryPoint", "DeleteBackupVault", "DeleteRecoveryPoint", 
"UpdateRecoveryPointLifecycle". In the real world this policy may also be set to stop policy changes for 
even tighter access control. 

Test Protection from deletion 
 
Click on “Loft-2019-silver-vault” again and scroll to Backups. You should see 1 or more recovery points 
within the vault. Select any recovery point and click delete. You will be prompted “Do you really want to 
delete this recovery point?" Click Yes. 
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You should be denied the ability to delete the recovery point as only the role “Loft-2019-
backupAdminRole” has the ability to delete recovery points. 
 

 
 

Delete recovery point from admin console 
 
Click on the recovery point you failed to delete and take a copy of the ARN. You will use this once you 
connect the admin console that has privileged access.  

 
 
Now you will connect to the admin console to attempt to delete the recovery point that was previously 
denied deletion. From the AWS console select Services and then select EC2. Select the instance “Backup 
Admin” and select Connect. 
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Connect to the web-server using ssh. (Connecting via ssh differs depending on client OS Linux, Windows, 
Mac OS. For more information on connecting to a Linux instance over ssh visit Connect to your linux 
instance). 
 

 
 
From the ssh session issue the following command: 
 
aws backup delete-recovery-point --backup-vault-name Loft-2019-silver-

vault --recovery-point-arn <recovery point arn> --region <region> 

 
Watch for double dash getting translated as single dash during copy/paste, and be sure to enter the 
correct recovery point arn and region. 
 
If you do not receive an error, it is because the recovery point was successfully deleted. In this case the 
admin console instance is running under the role “Loft-2019-backupAdminRole” and has completed 
access to the api calls we locked down on our vault policy. 

Summary 
 
There are many ways to secure backups with AWS Backup. The granular controls allow you to lock down 
actions and backup resources with fine grain controls. Users with privileged access to services can be 
denied access to backups, and the backup admins/operators can be isolated from primary resources as 
well.  

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
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Module 4. Create an on-demand 
backup of an existing resource in 
region 
 
In this module you will create an on-demand backup of the existing EFS filesystem and EBS volume. 
Before starting this module you should confirm that you are receiving email notification from the SNS 
topic “Loft-2019-sns-topic”. 

Get the EBS volume and EFS filesystem id for on-demand backup job 
 
From the AWS console select Services and EC2 and then select volumes from the left menu. From the list 
of EBS volumes take note of the volume ID for the volume named “WebServer Data Volume”. You only 
need the last few characters to identify the volume in the AWS backup console in the next step if you 
have a small number of volumes in the list. 

 
 
From the AWS console select Services and EFS.  Take note of the File system ID for the filesystem named 
“webserver-filesystem-Loft-2019”.  

 
 

Create an on-demand backup of the EBS Volume to the silver vault 
 
From the AWS console select Services and AWS Backup, this should bring you to the dashboard. On the 
dashboard select Create an on-demand backup. 
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From the Create on-demand backup pane complete the following: 
 

• Select resource type EBS and select “Volume ID” you documented earlier 

• From the Backup Window radio, select Create backup now.  

• From the Expire dropdown select Days after creation and select 3.  

• From backup vault dropdown select “Loft-2019-silver-vault” 
 

Click Create on-demand backup to start the on-demand backup 
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At this point the console will return back to the AWS Backup dashboard and should see a new backup job 
starting for the EBS Volume you have selected, you will also receive email notification from the SNS topic 
associated with the silver vault. 
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Create an on-demand backup of the EFS Filesystem 
 
Click the Dashboard link on the left pane. On the dashboard click Create an on-demand backup. 

 
 
 
From the Create on-demand backup pane complete the following: 
 

• Select resource type EFS and select the “File system ID” you documented earlier 

• From the Backup Window radio, select Create backup now.  

• From the Expire dropdown select Days after creation and select 3.  

• From backup vault dropdown select “Loft-2019-silver-vault” 
 

Click Create on-demand backup to start the on-demand backup. 
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At this point the console will return back to the AWS Backup dashboard and you will see a new backup job 
starting for the EFS File System you have selected, you will also receive email notification from the SNS 
topic associated with the silver vault. 
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Summary 
 
In this module you successfully created an EFS and EBS backup using the on-demand backup feature of 
AWS backup. In this case you specified the Volume ID and File System ID to identify the resources that 
needed to be backed up. You also received emails for the backup operations that took place during this 
module. 
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Module 5. Recover deleted data  
 
In this module you will delete resources and data from the web-server and recover it using the restore 
backup feature of AWS Backup. The AWS Backup restore capability does not overwrite primary data in the 
case of EBS you may restore a completely new volume, in the case of EFS you can restore a new filesystem 
or into a sub folder of the protected filesystem. 

Delete Web-server EBS Volume 
 
From the AWS Console select Services and then select EC2. From the left menu select Volumes. Right click 
on the volume labeled “WebServer Data Volume” and select Detach Volume from the menu. 

 
 
 
(Note: refreshing the page will speed things up here.) 
 
Once the Volume is detached it will be marked “Available” in the console. At this point, right click on the 
volume again and select Delete Volume. 

 
 
When prompted “Are you sure you want to delete this volume?” select Yes, Delete. 
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Delete EFS data from Web-server 
 
From the AWS console select Services and then select EC2. Select the instance “Web Server (Backup 
Operator) (complete)” and select Connect. 

 
 
Connect to the web-server using ssh. (Connecting via ssh differs depending on client OS Linux, Windows, 
Mac OS. For more information on connecting to a Linux instance over ssh visit Connect to your Linux 
instance). 

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
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Once connected to your web server via ssh you will now delete the content on the EFS file system. 
 
Enter the following command: rm -v /var/www/html/EFS/* 

[ec2-user@ip-172-31-7-173 ~]$ rm -v /var/www/html/EFS/* 

removed ‘/var/www/html/EFS/00001.jpg’ 

removed ‘/var/www/html/EFS/00002.jpg’ 

removed ‘/var/www/html/EFS/00003.jpg’ 

.... 

Confirm content is missing from web-server 
 
Using the browser window/tab from the first module revisit your web server. When you browse the 
content you should see that the EBS folder is missing, and the EFS folder will show only lost+found. 
 
(Below you can see our EBS volume folder is missing.) 
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(below shows our EFS filesystem folder empty of all content) 

 
 

Restore EFS Filesystem from recovery point 
 
From the AWS Console select Services and select AWS Backup. From the AWS backup dashboard 
click Restore a backup. 

 
 
 
In Protected Resources you will see both the original EBS and EFS resources we have backed up 
prevously. Select the EFS filesystem. 

 
 
From the backups pane, select the most recent recovery point for the filesystem and click Restore. 
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Leave the default options on the Restore backup pane and click Restore backup. 

 
 
The restore process will start after some time and then the file data will be recovered back into the 
mounted EFS filesystem on the web-server instance. We will come back later once the job is completed 
and inspect the recovery. 

 
 

Restore the EBS Volume from recovery point 
 
From the AWS Console select Services and select AWS Backup. From the AWS backup dashboard 
click Restore a backup. 
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In Protected Resources you will see both the original EBS and EFS resources we have backed up 
previously. Select the EBS volume from the list. 

 
 
Select the most recent recovery point form the Backups pane and click Restore. 

 
 
From the Restore Backup pane do the following:  
 

• Reduce size from 100GiB to 1GiB as this is the size of our original volume and we don’t need to 
expand it 

• From the availability zone dropdown box, select the Availability Zone you documented in module 
1 (e.g. us-west-1b) 
 

Click Restore backup. 
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The restore process will start and recover the backup snapshot into a newly provisioned EBS volume in an 
unattached state. 
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From the AWS console select Services and then select EC2. From the EC2 console select Volumes from the 
right menu pane. If the restore is completed, you will see an available volume of 1GiB in size. 

 
 
Right click on the volume and select Attach Volume. 

 
 
Click on the Instance text-box and select the web-server instance. Take note of the device assignment 
(e.g. /dev/sdf). Click Attach and the volume will be connected with the web-server instance. 

 
 
 
From the ssh console of the web-server instance you previously established issue the following mount 
command: 
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sudo mount /dev/sdf /var/www/html/EBS/ 

Make sure to confirm the device string from above. 

Confirm that all the data is accessible from both EFS and EBS 
 
Open the dedicated browser window to your web-server instance browse both the EFS and EBS folders. 
Once the EFS filesystem content is restored you will notice a sub directory is created that is timestamped. 
If you would like to move the restored files back to the root of the EFS folder on the webserver this can be 
done using a simple move operation. 

 
 

Summary 
 
In this module you successfully deleted both EFS data and an EBS volume and restored them using AWS 
Backup recovery points. In the real world much of this can be automated with scripting and api calls when 
the requirement is to work at larger scale. 
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Module 6. Cleanup 
 
This module is just to assist in cleaning up the test account you have used for the workshop. The high-
level cleanup operations required are as follows: 
 

• delete all existing recovery points and delete the gold and silver backup vaults 

• destroy the cloudformation template (this will de-provision EC2 and EFS) 

• delete the recovered EBS volume from module 6 

• delete the IAM role created for the workshop 

Delete all the existing recovery points 
 
Open the ssh console on the admin instance and issue the following command: 
bash ./cleanup.sh 
 
This script will attempt to delete all the recovery points with the gold and silver vaults and the vaults 
themselves. Recovery points that are part of an active backup can not be deleted until the operation is 
finished. 

Confirm recovery points are delete 
 
From the AWS console select Services and select AWS Backup. From the left menu select Backup vaults. 
Confirm that the “Loft-20190-silver-vault” and “Loft-2019-gold-vault” are deleted. If the vaults still exist, 
you will need to take the follow steps: 
 

1. open the vault 
2. remove the vault policy 
3. delete all recovery points 
4. delete the vault 

 
(note: the above steps are only required in the event the cleanup script was unsuccessful) 
 
You must be certain that vaults and their recovery points are deleted in order for the cloudformation 
delete to complete successfully in the next step. 

Delete CF Template 
 
From the AWS Console select Services and select CloudFormation. Select the stack “Loft-2019” and click 
Delete from the buttons at the top of the pane. 
 
Confirm the delete action by clicking Delete stack. 
 
(Note: the stacks that are marked "NESTED" will be deleted as part of the process) 
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Delete the 1Gib Restored volume 
 
From the AWS console select Services and then select EC2. From the EC2 console select Volumes from the 
right menu pane. There should still be a 1GiB volume that is unattached with no Name tag set. Confirm 
that this is the lab volume then right click on the volume and click Delete Volume. 
 
When prompted to confirm the deletetion click Yes, Delete. 
 

 
 

Delete the backup admin IAM role created for the workshop 
 
From the AWS Console select Services and then select IAM. On the right menu select Roles. In the search 
box type “loft” and you should see the admin role appear (Loft-2019-backupAdminRole-<randomstring>). 
Select the role and then click the Delete button directly above. 
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Summary 
 
Congratulations! You have completed the workshop and cleaned up all the resources. We hope you 
enjoyed the workshop and encourage you to provide feedback. 
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